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ABOUT THIS GUIDE

Greetings from Kaspersky Lab specialists!

This guide contains information about how to install, configure, and use Kaspersky Internet Security. We hope that
information provided by this guide, will help you work with the application with the maximum of ease.

This guide is intended to:
e help you install, activate, and use Kaspersky Internet Security;
e ensure a quick search of information on application-related issues;

e describe additional sources of information about the application and ways of cooperating with the Technical
Support Service.

For proper use of the application, you should have basic computer skills: be acquainted with the interface of the
operating system that you use, handle the main techniques specific for that system, know how to work with email and the
Internet.

IN THIS SECTION
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IN THIS GUIDE

This guide comprises the following sections.

Sources of information about the application

This section describes sources of information about the application and lists websites that you can use to discuss the
application's operation.

Kaspersky Internet Security

This section describes the application's features and provides brief information about the application's functions and
components. You will learn what items are included in the distribution kit, and what services are available for registered
users of the application. This section provides information about software and hardware requirements that a computer
should meet to allow a user to install the application on it.

Installing and removing the application

This section provides information about how to install the application on a computer and how to uninstall it.

Licensing the application

This section provides information about general terms related to the application activation. Read this section to learn
more about the purpose of the license agreement, license types, ways of activating the application, and the license
renewal.
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Application interface

This section provides information about basic elements of the graphic interface of the application: application icon and
application icon context menu, main window, settings window, and notification windows.

Starting and stopping the application

This section contains information on starting and shutting down the application.

Managing the computer protection

This section provides information about how to detect threats to the computer's security and how to configure the security
level. Read this section to learn more about how to enable, disable, and pause the protection when using the application.

Solving typical tasks

This section provides information about how to resolve the most common issues related to protection of the computer
using the application.

Advanced application settings

This section provides detailed information about how to configure each of the application components.

Testing the application's operation

This section provides information about how to ensure that the application detects viruses and their modifications and
performs the correct actions on them.

Contacting the Technical Support Service

This section provides information about how to contact the Technical Support Service at Kaspersky Lab.

Appendix

This section provides information that complements the document text.

Glossary

This section contains a list of terms mentioned in the document and their respective definitions.

Kaspersky Lab ZAO

This section provides information about Kaspersky Lab.

Information about third-party code

This section provides information about the third-party code used in the application.

Index

This section allows you to quickly find required information within the document.
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DOCUMENT CONVENTIONS

The text herein is accompanied by semantic elements that should be given particular attention 1 warnings, hints,

examples.

Document conventions are used to highlight semantic elements. Document conventions and examples of their use are

shown in the table below.

Table 1. Document conventions

SAMPLE TEXT

DOCUMENT CONVENTIONS DESCRIPTION

Note that...

Warnings are highlighted with red color and boxed.

Warnings provide information about probable unwanted actions that may lead to
data losses or failures in the computer's operation.

It is recommended to use...

Notes are boxed.

Notes may contain useful hints, recommendations, specific values, or important
particular cases in the application's operation.

Example:

Examples are set out on a yellow background under the heading "Example".

Update means...

The Databases are out of date event
occurs.

The following semantic elements are italicized in the text:
* new terms;

e names of application statuses and events.

Press ENTER.
Press ALT+FA4.

Names of keyboard keys appear in a bold typeface and are capitalized.

Names of keys connected by a + (plus) sign indicate the use of a key
combination. Those keys should be pressed simultaneously.

Click the Enable button.

Names of application interface elements, such as entry fields, menu items, and
buttons, are set off in bold.

®» To configure a task schedule:

Introductory phrases of instructions are italicized and accompanied by the arrow
sign.

Enter help in the command line.
The following message then appears:

Specify the date in dd:mm: vy
format.

The following types of text content are set off with a special font:
e textin the command line;
o text of messages displayed on the screen by the application;

e data that the user should enter.

<IP address of your
computer >

Variables are enclosed in angle brackets. Instead of a variable, the
corresponding value should be inserted, with angle brackets omitted.




SOURCES OF INFORMATI  ON ABOUT THE
APPLICATION

This section describes sources of information about the application and lists websites that you can use to discuss the
application's operation.

You can select the most suitable information source, depending on the issue's level of importance and urgency.
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SOURCES OF INFORMATIO N FOR INDEPENDENT RE ~ SEARCH

You can use the following sources to find information about the application:
e the application page on the Kaspersky Lab website;
¢ the application page on the Technical Support Service website (Knowledge Base);
e online help;

e documentation.

If you cannot solve an issue on your own, we recommend that you contact the Technical Support Service at Kaspersky
Lab (see section "Technical support by phone" on page 182).

To use information sources on the Kaspersky Lab website, an Internet connection should be established.

The application page on the Kaspersky Lab website
The Kaspersky Lab website features an individual page for each application.

On such a page (http://www.kaspersky.com/kaspersky internet_security), you can view general information about an
application, its functions and features.

The page http://www.kaspersky.com features a URL to the eStore. There you can purchase or renew the application.

The application page on the Technical Support Service website (Knowledge Base)

Knowledge Base is a section of the Technical Support Service website that provides recommendations on how to work
with Kaspersky Lab applications. Knowledge Base comprises reference articles grouped by topics.
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SOURCES OF INFORMATION ABOUT TH E APPLICATION

On the page of the application in the Knowledge Base (http://support.kaspersky.com/kis2012), you can read articles that
provide useful information, recommendations, and answers to frequently asked questions on how to purchase, install,
and use the application.

Articles may provide answers to questions that are out of scope of Kaspersky Internet Security, being related to other
Kaspersky Lab applications. They also may contain news from the Technical Support Service.

Online help
The online help of the application comprises help files.

The context help provides information about each window of the application, listing and describing the corresponding
settings and a list of tasks.

The full help provides detailed information about how to manage the computer's protection using the application.

Documentation

The application user guide provides information about how to install, activate, and configure the application, as well as
application operation data. The document also describes the application interface and provides ways of solving typical
user tasks while working with the application.

DISCUSSING KASPERSKY LABAPPLICATIONSONT HE
FORUM

If your question does not require an urgent answer, you can discuss it with Kaspersky Lab specialists and other users on
our Forum (http://forum.kaspersky.com).

In this forum you can view existing topics, leave your comments, create new topics.

CONTACTING THE SALES DEPARTMENT

If you have any questions on how to select, purchase, or renew the application, you can contact our Sales Department
specialists in one of the following ways:

e By calling our HQ office in Moscow by phone (http://www.kaspersky.com/contacts).

e By sending a message with your question to sales@kaspersky.com.

The service is provided in Russian and English.

CONTACTING THE DOCUMENTATION DEVELOPMENT
TEAM BY EMAIL

To contact the Documentation Development Team, send an email to docfeedback@kaspersky.com. Please use
"Kaspersky Help Feedback: Kaspersky Internet Security" as the subject line in your message.
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KASPERSKY INTERNET S ECURITY

This section describes the application's features and provides brief information about the application's functions and
components. You will learn what items are included in the distribution kit, and what services are available for registered
users of the application. This section provides information about software and hardware requirements that a computer
should meet to allow a user to install the application on it.
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WHAT 'S NEW

Kaspersky Internet Security provides the following new features:

e The improved interface of the main window of Kaspersky Internet Security ensures quick access to the
application's functions.

e The logic of operations with Quarantine and Backup (see page 160) has been improved: now they are
represented on two separate tabs, each of them with its respective unique scope.

e The Task Manager has been added for an easy task management in Kaspersky Internet Security (see section
"Managing scan tasks. Task Manager" on page 72).

e Participation in the Kaspersky Security Network (see page 174) allows us to identify the reputation of
applications and websites based on data received from users from all over the world.

e When Web Anti-Virus is enabled, you can separately enable the heuristic analysis to check web pages for
phishing (see section "Using heuristic analysis when working with Web Anti-Virus" on page 93). When checking
pages for phishing, the heuristic analysis will be applied regardless of whether it has been enabled for Web Anti-
Virus.

e The appearance of Kaspersky Gadget has been redesigned (see page 37).

DISTRIBUTION KIT

You can purchase the application in one of the following ways:
e Boxed. Distributed via stores of our partners.

e Atthe online store. Distributed at online stores of Kaspersky Lab (for example, http://www.kaspersky.com,
section eStore) or via partner companies.
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KASPERSKY INTERNET SECURITY

If you purchase the boxed version of the application, the distribution kit contains the following items:
e sealed envelope with the setup CD that contains application files and documentation files;
e brief User Guide with an activation code;

e license agreement that stipulates the terms, on which you can use the application.
The content of the distribution kit may differ depending on the region, in which the application is distributed.

If you purchase Kaspersky Internet Security at an online store, you copy the application from the website of the store.
Information required for the application activation, will be sent to you by email on payment.

For more details on ways of purchasing and the distribution kit, contact the Sales Department.

SERVICE FOR REGISTERE D USERS

On purchasing a user license for the application, you become a registered user of Kaspersky Lab applications and can
benefit from the following services during the entire validity term of the license:

e updating databases and providing new versions of the application;
e consulting by phone and by email on issues related to installation, configuration, and use of the application;

e notifying you of releases of new applications by Kaspersky Lab and new viruses. To use this service, you should
be subscribed to the news delivery from Kaspersky Lab on the Technical Support Service website.

No consulting services are provided on issues related to the functioning of operating systems, third-party
software and technologies.

HARDWARE AND SOFTWARE REQUIREMENTS

To ensure the proper functioning of Kaspersky Internet Security, your computer should meet the following requirements:
General requirements:

e 480 MB free disk space on the hard drive (including 380 MB on the system drive).

e CD/DVD-ROM (for installing Kaspersky Internet Security from a distribution CD).

e Internet access (for the application activation and for updating databases and software modules).

e  Microsoft Internet Explorer 6.0 or higher.

e  Microsoft Windows Installer 2.0.

Requirements for Microsoft Windows XP Home Edition (Service Pack 2 or higher), Microsoft Windows XP Professional
(Service Pack 2 or higher), and Microsoft Windows XP Professional x64 Edition (Service Pack 2 or higher):

¢ Intel Pentium 800 MHz 32-bit (x86) / 64-bit (x64) processor or higher (or a compatible equivalent);

e 512 MB free RAM.
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Requirements for Microsoft Windows Vista Home Basic, Microsoft Windows Vista Home Premium, Microsoft Windows
Vista Business, Microsoft Windows Vista Enterprise, Microsoft Windows Vista Ultimate, Microsoft Windows 7 Starter,
Microsoft Windows 7 Home Basic, Microsoft Windows 7 Home Premium, Microsoft Windows 7 Professional, and
Microsoft Windows 7 Ultimate:

¢ Intel Pentium 1 GHz 32-bit (x86) / 64-bit (x64) processor or higher (or a compatible equivalent).

e 1 GB free RAM (for 32-bit operating systems); 2 GB free RAM (for 64-bit operating systems).

You cannot enable Safe Run when working under a Microsoft Windows XP (64-bit) operating system. Use of Safe Run is
restricted when working in Microsoft Windows Vista (64-bit) and Microsoft Windows 7 (64-bit) operating systems.

Requirements for netbooks:
e Intel Atom 1.6 GHz processor or a compatible equivalent.
¢ Intel GMA950 video card with at least 64 MB of video RAM (or a compatible equivalent).

e Screen size no less than 10.1".




INSTALLING AND REMOV ING THE
APPLICATION

This section provides information about how to install the application on a computer and how to uninstall it.
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STANDARD INSTALLATION PROCEDURE

Kaspersky Internet Security will be installed on your computer in an interactive mode using the Setup Wizard.

The Wizard consists of a series of screens (steps) that you can navigate through using the Back and Next buttons. To
close the Wizard once it has completed its task, click the Finish button. To stop the Wizard at any stage, click the
Cancel button.

If the application protects more than one computer (the maximum number of computers depends on your license), it will
be installed in the same manner on all computers. Note that in this case, according to the license agreement, the license
term begins from the date of the first activation. When you activate the application on the second computers and so on,
the license validity term decreases for the amount of time that has elapsed since the first activation. So, the license
validity term will expire simultaneously for all installed copies of the application.

® To install Kaspersky Internet Security on your computer,

run the setup file (the file with an EXE extension) from the CD with the product.

Installation of Kaspersky Internet Security from a setup file downloaded online is identical to installation from the
installation CD.




USER GUIDE

IN THIS SECTION

Step 1. Searching for a newer version of the apPliCAtION ...........cccuuiiiiii e 18
Step 2. Making sure the system meets the installation reqUIreMEeNtS.............veviieiiiiiiiiii e 18
Step 3. Selecting INSTAIALION TYPE .......eeiiiiieee et e e st e e e s et e e e e e s b e e e e e n et e e s e e e anreee s 19
Step 4. ReVIeWINg the lICENSE AGMEEIMENT .........uiii ittt e e e et e e e e e snr e e e s e e e e e snr e e e s nnreeeaas 19
Step 5. Kaspersky Security Network Data ColleCtion StAtE€MENT.............eviiiiiiiiiieie et 19
Step 6. Searching for incompatible aPPIICALIONS...........coiiiiiiii e 19
Step 7. Selecting the destination TOIAEN .............vuiiiii e e e e e e e e e e e e e st e e e e e e s senbrraeeeeas 20
Step 8. Preparing fOr INSTAIIATION ...........ooiiiiieiiii ettt e st e e st e e e sttt e e e sabe e e e s sbeeeeanbeeeesnneeaeannneeeaas 20
3 (T o IR R 1 = 11 o SRS PPRP TSI 21
Step 10. FiNIShiNG the INSTAIAIION .........ooiiiie et e st e e st e e e st e e e e sabeeee sttt e e e anbeeeesneeaeannneeeaas 21
Step 11. ACtivating the @PPIICALION ........coiuiiieiiie et e st e e e bt e e s b et e e st e e e e et e e e s e e e nnnre e e 21
SEEP 12. REQGISIEING @ USET ..eiiiuiiiieiiieee ettt e ettt e ettt e ettt e e ekt e e st et e e 1a b s e e e ek bt e e e st et e o4 b st e e e b b e e e e aabe e e e s abb e e e e sbe e e e nnnn e e e s bneeenas 21
Step 13. ComPIEeting the @CHVALION.........couiiiiiiii e e e e bt s bt e e s b e e e st e e e snee e e s nreeeeas 22

STEP 1. SEARCHING FORANEWER  VERSION OF THE APPLICATION

Before setup, the Setup Wizard checks the Kaspersky Lab update servers for a newer version of Kaspersky Internet
Security.

If it does not find a newer product version on the Kaspersky Lab update servers, the Setup Wizard for the current version
will be started.

If the update servers offer a newer version of Kaspersky Internet Security, you will see a prompt to download and install it
on the computer. It is recommended that you install the new version of the application, because newer versions include
further enhancements that ensure you have the most reliable protection for your computer. If you cancel the new version
download, the Setup Wizard for the current version will be started. If you decide to install the newer version, product
distribution files will be downloaded to your computer and the Setup Wizard for that new version will be started
automatically. For a further description of the installation procedure for the newer version, please refer to the
corresponding documentation.

STEP 2. MAKING SURE THE SYSTE M MEETS THE INSTALLA  TION
REQUIREMENTS

Before installation of Kaspersky Internet Security on your computer, the installer checks the operating system and
service packs to make sure they meet the software requirements for product installation (see section "Hardware and
software requirements"” on page 15). In addition, the installer checks for the presence of required software and the
credentials necessary to install applications. If any of the above-listed requirements is not met, a notification to that effect
will be displayed on the screen.

If the computer meets all the requirements, the Wizard searches for Kaspersky Lab applications which, when run
together with Kaspersky Internet Security, may result in conflicts. If such applications are found, you will be asked to
remove them manually.











































































































































































































































































































































































































































































































































































































































